Scaling-up Stackelberg Security Games
Applications using Approximations
Arunesh Sinha1 , Aaron Schlenker2 , Donnabell Dmello2 , and Milind Tambe2
1

University of Michigan, Ann Arbor, USA
University of Southern California, Los Angeles, USA
arunesh@umich.edu, {aschlenk,ddmello,tambe}@usc.edu
2

Abstract. Stackelberg Security Games (SSGs) have been adopted
widely for modeling adversarial interactions, wherein scalability of equilibrium computation is an important research problem. While prior research has made progress with regards to scalability, many real world
problems cannot be solved satisfactorily yet as per current requirements;
these include the deployed federal air marshals (FAMS) application and
the threat screening (TSG) problem at airports. We initiate a principled
study of approximations in zero-sum SSGs. Our contribution includes
the following: (1) a unified model of SSGs called adversarial randomized
allocation (ARA) games, (2) hardness of approximation for zero-sum
ARA, as well as for the FAMS and TSG sub-problems, (3) an approximation framework for zero-sum ARA with instantiations for FAMS and
TSG using intelligent heuristics, and (4) experiments demonstrating the
significant 1000x improvement in runtime with an acceptable loss.
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Introduction

The Stackelberg Security Game (SSG) model has been widely adopted in literature and in practice to model the defender-adversary interaction in various
domains [20,11,6]. Over time SSGs have been used to model increasingly large
and complex real world problems, hence an important research area within SSG
research is the study of scalable Strong Stackelberg Equilibrium (SSE) computation algorithms, both theoretically and empirically. The scalability challenge
has led to the development of a number of novel algorithmic techniques that
compute the SSE of SSGs (see related work).
However, scalability continues to remain a pertinent challenge across many
SSG applications. There are real world problems that even the best known approaches fail to scale up to, such as threat screening games (TSGs) and the Federal Air Marshals (FAMS) domain. The TSG model is used to allocate screening
resources to passengers at airports and solves the problem for every hour (24
times a day). Yet, recent state-of-the-art approach for airport threat screening [4] scales only up to 110 flights per hour whereas 220 flights can depart per
hour from the Atlanta Airport [9]. The FAMS problem is to allocate federal
air marshals to US based flights in order to protect against hijacking attacks.
Again, the best optimal solver for FAMS in literature [13] solves problems up to

