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Al and Multiagent Systems Research for Social Good
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Viewing Soclal Problems as Multiagent Systems

Key research challenge across problem areas:

Optimize Our Limited Intervention Resources

when
Interacting with Other Agents
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Multiagent Systems
Optimizing Limited Intervention (Security) Resources

Public Safety and Security
Stackelberg Security Games
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A Game Theory for security resource optimization

A Real-world: US Coast Guard, US Federal Air Marshals Serviceé
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Multiagent Systems
Optimizing Limited Intervention (Ranger) Resources
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Conservation/Wildlife Protection:
Green Security Games

.

A Security games and adversary (poacher) behavior prediction
A Real-world: National parks in Uganda, Mal ay si a é
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Multiagent Systems
Optimizing Limited Intervention (Social Worker) Resources

Public Health:
Games against Nature

dhood Obesity Prevention
homE (COPE)

Home Visitors Manual
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A Social networks to enhance intervention, e.g., HIV information

A Real-world pilot tests: Homeless youth shelters in Los Angeles
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Solving Problems: Overall Research Framework
Interdisciplinary Partnerships

YARTM .
@) lransportation
=g Security

¢/ Administration

- Wildlife
" Conservation Unted StatesCoast Guard
Societv WWF

{‘\ s § P ¥ g eVerwe

LGBT
CENTER safe place for

\\:.;\.r

& o) Air o

S M A RT :. The Lincdbargh Fourdstion
\\ .

Date:1/29/2019 ——



Solving Problems: Overall Research Framework
Interdisciplinary Partnerships
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Outline: Overview of Past 10 Years of Research

‘Public Safety & Security: Stackelberg Security Games

Conservation/Wildlife Protection: Green Security Games

Public Health: Influence maximization/Game against nature

A AAMAS,AAAIIJCAI Artical Intellgence

and Social Work

A Real world evaluation
SECURITY and

A PhD students & postdocs [RITIEITIN
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11 July 2006: Mumbal

TRAIN OF TERROR

Mumbai continues to be the prime target for terrorist groups.
It has borne the brunt of seven attacks in the past 13 years,

st

Explosive used Quantity of  “Why attack the first
High-quality explosive. explosive class compartments
Most likely RDX N AL least 5 kg per blast; |t is easier 1o enfes a first class
(Cyclotrimethy. m possibly packed Into compartment at paak hour than a
lenettinitramine) bags or tiffin boxes second class with a bag filled with
- Where were bombs placed?
= 1 In the luggage racks where commuters koep
b their bags and tiffin boxes
Na”
- B
How many bombers were there2 _ ~<Fr._ :
At least 20, 2 for each blast and — == JAN &, 2006;
@ logistics base of 6 pecple > . seized from thre
- youths in Mamt

JAN 30, 2006

powder and 2 rev
feom 2 people at

r— MAY 9, 2006.
2,000 live cartr|
AK-56s seized b

— MAY 12, 200¢
live cartridgos o
grenades seized

MAY 14, 2006,
Svee AK-47s and
cartridges seiaed
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ARMOR Airport Security: LAX(2007)
Game Theory direct use for security resource optimization?

Erroll Southers LAX Airport, Los Angeles
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Glasgow: June 30, 2007
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Game Theory for Security Resource Optimization

New Model: Stackelberg Security Games

[ Adversary ]

Terminal #1 | Terminal #2

Terminal #1 -

[ Defender | Terminal #2
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Game Theory for Security Resource Optimization

New Model: Stackelberg Security Games

Stackelberg : Defender commits to randomized strategy, adversary responds
Security game : Played on targets, payoffs based on targets covered or not
Optimization : Not 100% security; increase cost/uncertainty to attackers

[ Adversary ]

Terminal #1  Terminal #2

Terminal #1

[ Defender | Terminal #2
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ARMOR at LAX
Basic Security Game Operation [2007]

Kiekintveld Pita

Target #1 Target #2 Target #3

Defender #1
Defender #2
Defender #3

Mixed Integer Program

¥

Pr (Canine patrol, 8 AM @Terminals 2,5,6) = 0.17

Canine Team Schedule, July 28

Term2 Term3 Term4 TermS Term6 Term7 Term8
8 AM Teaml Team3 | TeamS
9 AM Teaml | Team2 Team4
é é é é é é é é
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Security Game MIP [2007]

Kiekintveld Pita

Target #1 Target #2 Target #3

Defender #1
Defender #2
Defender #3

q. « Maximize defender
J expected utility

m N\
S.t. a X =1 « ( Defender mixed
i strategy
- J
. _ 1 e ~
_a q; = « Adversary response
INQ . )

O¢(a - aCix)¢(@d- q,)M « Adversary best

i % response
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SECURITY GAME PAYOFFS [2007]
Previous Research Provides Payoffs in Security Games

Target #1 Target #2 Target #3

Defender #1
Defender #2
Defender #3

+ Handling
Uncertainty

« Maximize defender
expected utility

— Delta Shuttle
Delta Priority
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